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Secure multi-party computation (MPC) lets several parties jointly evaluate a function of their
private inputs while learning nothing beyond the result. SPDZ [3, 4] is a widely used family of MPC
protocols in the malicious security setting. Its security rests on the following invariant: every piece
of preprocessing used in a computation must be generated under one shared authentication key. In
principle, the preprocessing protocols enforce this invariant internally.

We first show that a broken invariant enables a simple selective-failure attack that leaks an
honest party’s secret inputs. We then show that leading implementations fail to enforce it, letting
a corrupted party present different keys across threads or runs and mount a practical attack.

How SPDZ protects secrets. SPDZ stores a secret x as additive shares x = x¢ + a:1,E] one per
party. Each secret carries an authentication tag (MAC) m = ax, shared as m = mg + mq, under
a global key o = ag + a1 that no single party knows. A value is valid when m = ax. An offline
preprocessing phase supplies correlated random values, authenticated under «, for the online phase
to consume; validity is enforced by a lightweight MPC protocol that checks each value against the
key of the preprocessing it uses, and aborts on failure.

The attack. Suppose a corrupted party obtains a second batch of preprocessing under a different
key a + 1, while a secret x was authenticated under «. Since each value is checked against the key
of the preprocessing it uses, feeding x into an operation that consumes this batch checks its validity
under o + 1. Adding a guess ¢ to its local tag share mg then gives

m=(mo+mi+g)=ar+g=(a+1)z+(9—x),

so z passes as valid under a4 1 exactly when g = . Whether the run aborts thus reveals whether
the guess is right: the check is now a selective-failure oracle that leaks information about the secret
x.

In practice. Three influential frameworks enforce key consistency within a single preprocessing
session, but not across the multiple sessions their execution paths allow:

e SCALE-MAMBA [2] and its fork FANNG-MPC [I] allow multiple “runs” to process large
circuits, and each run re-reads the key from a plaintext file and re-commits to it.

e MP-SPDZ [5]: in multi-threaded execution, preprocessing draws fresh key material per
thread/run, so the attacker can authenticate under « in one thread/run and o+ 1 in another.

Fix and disclosure. The preprocessing protocols already commit to a key within each session;
implementations must persist that commitment across sessions rather than re-deriving it each time.
We reported it to all three: MP-SPDZ (maintainer a co-author) patched it in v0.4.3, SCALE-
MAMBA is unmaintained, and FANNG-MPC’s maintainers acknowledged it and explicitly cleared
us to publish.

'For simplicity we describe SPDZ in the two-party setting, but the attack naturally extends to more parties.
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